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Abstract
Today spam can be considered a big problem in today’s world. The aim of our research project is to gain some insight on the specific targeting of spam. There are many problems with spam including the economics of spam. Since the price of spam is almost all paid for by the recipients of spam, spam is a big problem for some companies. Another big question is whether spam is targeted or not. That is what we will hope to discover.
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[bookmark: _Introduction]Introduction and Research Problem
For our research our aim was to try to get at the problem of spam and who is targeted by it. We started by doing a simple literature to decide if the project we were going to actually do was either going to be spam or censorship. Since the group members decided that none of us really had any experience with censorship we decided to go with spam. With help from our mentor, we decided that we were going to try to build on the research that our initial literature review was about. Our initial literature review was about who gets spammed and what targets them if they are targeted. 
We then decided to create an equal number of accounts on the Gmail, Yahoo, and Hotmail email service providers. We were going to create the email addresses based on a few different variables. The way we differentiated between the created accounts was that we were going to change the age, being eighteen or under or thirty and over. We were also going to differentiate between male or female and your geographic location. At first our last variable that we were going to use was what kind of accounts were connected to the account such as Facebook or Amazon. In doing another literature review, we decided to use one last variable and that was either making the actual name of the email address either start with an “a” or “z”. From there one we would wait for the spam and adjust accordingly if we could not get spam. If we did we were going to perform a quantitative analysis on the spam that we had received in the email account. 
After we had made the email accounts and had waited on the spam to arrive, we did not get enough spam to analyze so we had to do more literature review to try and get more spam. After more research we posted every email address we made on two different Wordpress blogs and on a blog on the Huffington Post. After waiting some more, we did receive spam but not enough to perform a quantitative analysis. Our research project then changed to a qualitative analysis and we would research related works that related to the target of our project.
[bookmark: _Related_Work]
Related Work
There was a large amount of related work that our project used. There was a large amount of literature and related work that we used in the aid of our project. Related work and literature were very key in our project because we did not get any results to analyze. One of the pieces of literature that we used to aid our project was called, “Comparing Anti Spam Methods.” 
This  paper was helpful because it goes over some economics of spam including the figure, “Atkins [2] estimates that every US email user has direct expenses of $30-50 per year, every employee costs $730 in lost productivity per year and that the total cost to US corporations is $8,900,000,000 because of spam. He also estimates that a dial-up Internet Service Provider (ISP) has a cost of $2,000 to $10,000 for dealing with a single spamming customer.” Those numbers are ridiculous! The fact that it costs billions of dollars a year total for US companies is astounding and that right there makes it a problem and worth researching to try to solve the problem. At first however, this paper starts our very basically talking about some history and stating that the name “spam” came from a Monty Python sketch and then just caught on for being bulk, junk, unsolicited email. 
The overall aim of their research project was to find new ways and ideas on how to actually reduce spam in your inbox. They highlight some main anti spam methods,  including greylisting, sender policy framework, domainkeys, real time blacklists, razor database, distributed checksum clearinghouse, and spamassassin. All of these methods are server side and mostly typically deal with databasing and drawing from the database like the database. SpamAssassin is a heuristic based spam filter that works on the server side by attempting to identify common occurances of spam and how spam looks.
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Picture is from the paper “Comparing Anti Spam Methods”
The picture above is a very simple picture. The picture shows the travel route of a typical spam or non-spam email message. Notice that there is no authentication anywhere! This could be a reason why spam is such a big problem being that there is no way to tell who is sending it, and if it is malicious or not. The email is drafted then sent through the outgoing sender, out into the Internet, through the incoming server and to the recipient’s inbox. The route of email is very basic and simple and is shown very well through this graphic.

There was a large amount of literature and related work that we used in the aid of our project. The first piece of related work is called, “Who Gets Spammed”. We based our project idea of this paper since there were so similar. We both created honeypot email accounts in an attempt to attract spam.
In the paper, their focus was almost identical to our research project, in that they wanted to figure out if people were targeted by spam, and if they were what specifically made them a target for the spam. They also created email accounts and implemented certain variables into the account creation of the profiles including some similar variables such as age, gender and location. Below are some images from that paper that helped us with inspiration for our research.
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Photo from the paper ”Who Gets Spammed.”
Another paper that was really helpful in our research was a paper called, “Do Zebras get more Spam than Aardvarks.”  In this paper they do a spam analysis in order to determine whether an email that starts with “a” get more emails including spam and non-spam than email addresses that start with “z”. They analyzed all incoming traffic with the ISP “Demon” that operates in the UK. Some of their charts and results are shown below in the image.


[image: Macintosh HD:Users:Dude:Desktop:Screen shot 2011-05-03 at 2.52.02 AM.png]This is a photo from the “Do Zebras get more Spam than Aardvarks” paper. The graph shows the comparison between email addresses that start with different letters. Clearly, the amount of spam received by email addresses that start with an “a” get more spam than the email addresses that start with “z”, actually the email addresses that start with “a” get more spam than any other letter.

[image: ][bookmark: _GoBack]This is also another photo from the paper “Do Zebras get more Spam than Aardvarks.” This is a chart that directly compares the email addresses that start with an “a” and “z” instead of comparing the entire alphabet like the above image. This directly pertain to the article title and it shows that addresses that start with an “a” still get over 40% even as the number of non-spam emails rise. With email address that start with the letter “z” the spam percentage is only high when there are zero to very minimal amounts of non-spam emails in the inbox.

Both photos above are from the paper “Do Zebras get more Spam than Aardvarks”
Since the aim of our project changed we did a large amount of literature review after the fact to find out what other people have done. We have several papers that we found that compare directly to what our initial project target was.
Another useful paper that offered us some insight on how to go about getting spam was a paper called, “Behavioral Characteristics of Spammers and Their Reachable Properties.” With this paper it deal more with the other end of spam being the actual sender of spam. Even though it still did analysis over inbox’s and such, the researchers main focus was attempting to characterize the behavior. They actually analyzed the emails I am assuming from Florida State University. They analyzed twenty-five million emails where eighteen million of them were categorized as spam. Specifically, how it relates to us is that it characterizes the spam by location based on IP address and that is something that had the possibility of helping us. The picture below shows data the team from FSU compiled from twenty-five million emails.
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photo from the paper “Behavioral Characteristics of Spammers and their Reachable Properties” 
Besides the “Who Gets Spammed” article, another helpful article that we used was actually a report that was released by the Symantec Security Company. They released a report in April of 2011 and some of the information in the report was extremely relevant to our research project. This report by Symantec contained some information that was relevant to our project specifically the information about location of senders and the percentage of the different types of spam categories. Below is a picture from that report that illustrates where the spam was originating.
[image: Macintosh HD:Users:Dude:Desktop:Screen shot 2011-05-03 at 5.04.31 AM.png]	Both of the following photos are from “State of Spam & Phishing, A Monthly report

As the picture shows more than a quarter of all the spam being sent in the world is originating from the United States. No one else that was able to be identifies even had over 7% of the total spam sent.
Another part of this report was the information that they released on the categories of spam. They revealed that out of all of the spam sent, the top fiver categories of spam are: internet, products, leisure, 419 spam, and financial spam. The internet category carried 52% of the spam. The next highest category was product oriented spam and it carried 10% of the wight of spam. The chart is pretty self-explanatory and is picture below.
[image: Macintosh HD:Users:Dude:Desktop:Screen shot 2011-05-03 at 5.41.03 AM.png]
We also did some literature review on some other papers that were not directly related to our project, but still help us in with our project. For instance, we read a paper that was called, “Web Spam Taxonomy”. This paper was very interesting in that it mainly dealt with how search engines are affected by spam. Their research focused on certain techniques and other strategies that spammers take to make spam more visible to the public when a search is done on a relating topic or an unrelated topic. 
The paper highlights techniques such as, “ Body spam, title spam, meta tag spam, anchor text spam, and URL spam.” Body spam refers to the type of spam that is actually found in the body of the document after the link is clicked, this type of spam is the most used. The second type of spamming technique that they highlighted was called “title spam” and this type of spam can actually be very useful because this is the type where the terms of the spam are included in the title of the document. The reason that it can be more effective is because searches typically value what is in the header or the title. Meta tag spam is a very self-explanatory type of technique. It is when the spam terms are in the Meta tags instead of the actual document itself. Search engines would typically value Meta tags lower than a header or body text. With anchor text spam it is different because it points to a document instead of the spam actually being in the document, this ways could b effective for them because anchor text can be valued higher than other things while searching. The last type that the paper overviewed was called URL spam. This way is also very self-explanatory in that the spam terms are in the actual URL of the document. All of these ways are considered a form of “Term spamming” and are used by spammers to increase their chances and the traffic and the designated pages. There are some photos below from the paper that portray what their research was about.Picture is from the paper “Web Spam Taxonomy
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The picture above shows a graph about the boosting techniques that can be sometimes used by spammers. As the picture shows, body spam, title spam, meta tag spam, anchor spam, and URL spam are techniques that are termed as “term spamming”
Research Methodology
Our research methodology for this project was pretty simple actually. We did a literature review and decided our project direction. After that we made the email accounts based on the variables that we decided. We waited to let the spam arrive in the inbox’s and after the spam had arrived, we would attempt to do a quantitative analysis on the spam to reap the results based on the variables that we used. Since we could not receive enough spam in our allotted time frame we had to shift our project from a quantitative analysis to a qualitative analysis. From that point our we keep doing literature reviews to continue to learn about the topic of interest relating to spam and our project and keep the efforts up to continue learning about the issue. The final step was to report all of our data. It
[bookmark: _Pseudorandom_Methodologies]Analysis
For our group the analysis aspect is almost nonexistent.  The only analyzation that was performed was before we knew that were not going to get enough spam we did a spreadsheet that categorized the spam we received based on certain variables. The image below gives a glimpse at what the whole spreadsheet consisted of.  The spreadsheet was longer than shown being that it was 
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This picture does actually represent the actual spreadsheet that our group constructed and as you can see by the photo we categorized the spam that we had received based on the email address, the provider, how old the profile said of that email account, where the account is claimed to be from and what type of spam was actually being represented whether it was financial, leisure, etc. This was the only real analysis that we conducted being that our inbox’s did not receive enough data to do the analysis that we had planned on doing.
Results
To be very upfront and graphical about our results of all of the inbox’s we created here is a screenshot from one of our very few inbox’s that actually received spam.
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The above photo is an actual photo of one of our fifty-six inbox’s that we created. This particular inbox could be called the so-called “goldmine” inbox because it received over twenty-five spam email messages in a period of about 1.5-2 weeks. This was one of the few inbox’s that actually received spam. Most of the spam emails being related to some sort of financial gain or scheme.
Overall, the results like the analysis were very minimal. We received in total roughly 50-60 spam emails, clearly not enough to be able to analyze and get any concrete results out.
[bookmark: _Conclusion]Conclusions and Recommendations
In conclusion, Even though it’s really hard to make concrete findings out of our very minimal spam results here are findings that we can actually conclude. The email service provider Yahoo received the most spam. The gender that received the most spam was definitely male. As far as age goes, the age group that was younger than eighteen did receive some spam, but for the most part the other age group, which was over thirty, received the majority of the spam. The United States was the hotspot for Spam. Almost all of the accounts that actually received spam most of them were the accounts from the Unites States. Our variable that we implemented last which was the “a or z” variable could not be determined because we did not receive a sufficient enough amount for either “a” or”z”. So very minimally we could conclude that if you are a male, over thirty, from the United States, and your email account is with Yahoo, then you could be targeted for Spam.
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Age Gender Residence Mean Standard Deviation Maximum Minimum

15 Female  US. 4583 5.728 13 [}
15 Male us. 4.750 5.956 13 0
30 Female  US. 4667 5.867 14 0
30 Male Us. 4833 6.177 16 0
I5  Female  Singapore 4417 5.551 13 0
15 Male Singapore 4583 5.728 13 0
30 Female  Singapore 4500 5.697 14 [}
30 Male Singapore 4500 5.697 14 0

Age Gender Residence Mean Standard Deviation Maximum Minimum

15 Female  US. 5.500 5993 13 0
15 Male us. 5417 5934 14 0
30 Female  US. 11333 8437 25 0
30 Male us. 11.500 8475 2 0
15 Female  Singapore  5.083 5.524 13 0
15 Male Singapore  5.500 5993 13 0
30 Female  Singapore  5.167 5.654 14 0
30 Male Singapore  5.250 5597 14 [
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‘Table 1: Summary of the email trace (CV = Coefficient of Variation).

Measure Non-spam__[ Spam Aggregate |
Period 872572005 — 1072472005 |
Total # of emails 6712392 | 18,537,364 | 25,249,756
Total # of mail servers 236,360 2,340,011 2461114 1
“Total # of networks 39,158 61,888 68,732 |
“Avg # msgsiday (CV) 110,039 (0.4) | 303,891 (0.17) | 413,930(0) |
“Avg # mail servers/day (CV) | 14,191 (0.34) | 75,168 (0.13) | 86,664 (0.14)
Avg # networks/day (CV) | 5,730(031) | 16342(0.) | 19.340(0.12)
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